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Canh bao lgi dung cong nghé Deepfake
dé thuc hién cac hanh vi vi pham phdp ludt

Déng Nai, ngay 04 thang 4 nam 2023

Kinh giri: - Cac cép ty truc thuge tinh,
- Cac ban can su dang, dang doan, BTV Tinh doan,
- Cac ban dang va Vian phong Tinh uy.

Thoi gian qua, t6i pham sir dung cong nghé cao lira dao chiém doat tai san
trén khong gian mang dién bién phirc tap. Trong d6 c6 thu doan hack céc tai
khoan mang xa hi hodc tao tai khoan gia mao sau dé6 vay muon tién va chién
doat tai san. Tinh vi hon, hién nay cac dbi twong pham t0i lgi dung cong nghé
Deepfake! dé tao cac cudc goi video gia mao c6 do chinh xéc cao, rat kho phén
biét that gia dé lira dao chiém doat t3i san. Tuy nhién, video do ddi tugng tao
san thuong c6 ndi dung chung chung, khéng phi hgp hoan toan véi ngir canh
thuc t€ giao tiép véi nan nhan, c6 thé khién nan nhan nghi ngd, phat hién. Dé
che 14p khuyét diém trén, cac ddi tuong thudng tao ra video v6i 4m thanh khé
nghe, hinh anh khong ro nét, gidng cudc goi video c6 tin hiéu chiap chon
duge thuc hién trong khu vue phu séng di dong/wifi yéu.

Ngoai ra, khong loai trir kha ning cac d6i tuong phan dong sir dung céc
video gia mao céc ddng chi lanh dao Pang, Nha nudc va cac dong chi Lanh
dao chinh quyén dia phuong dé chi dao cic ndi dung khong ding hodc sir
dung céc video gia mao cac ngudi c6 suc hudng 16n trén mang xa hoi (KOL)
dang tai v6i ndi dung kich dong, tuyén truyén chéng pha.

Pé chi dong phong ngira cac thii doan lira déo trén khong gian mang, 10
dung cong nghé Deepfake, Thuong truc Tinh uy yéu cau céc cép uy truc thude
tinh, cac ban can sy dang, dang doan, tinh doan, cac ban dang va Van phong
Tinh uy trién khai thuc hién mot s6 ndi dung sau:

1- Chi dao cac cap uy truc thudce ting cudng tuyén truyén sau rong dudi
nhiéu hinh thirc phong pht, da dang, phd bién vé phuong thirc thi doan lira dao

! Deepfake la cong nghé (mg dung tri tu¢ nhan tao (AI) tao ra sin phdm céng nghé¢ 4m thanh, hinh anh va video lam
gia déi tuong ngoai doi thyc véi dd chinh xéc rit cao. Dyru trén tép tin hinh anh khudn mat, giong néi clia mot sb
ngudi ngoai doi thyc, Deepfake s& sir dung thuét toan dé tai tao lai khuén mit va giong néi phii hop véi nét mat,
biéu cam ciia mét ngudi khac; sau d6 tao ra video gia mao hoan toan déi twong ngoai doi thuc.
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chiém doat tai san bﬁ"mg thi doan gia mao cudc goi video dén cac co quan,
doanh nghiép, nguoi dan. Khuyén cdo can bd, cong chirc, ngudi dan khi nhan
cudc goi, dugc tin nhén vay muon tién, chuyén tién thong qua mang xa hoi
can truc tiép xac minh doi tugng voi nguoi goi, khong 1am theo chi dao
chuyén tién cho bén thir ba. Truong hop nghi van dbi tuong gia mao ngudi
than trén mang xa hoi dé lira dao chiém doat tai san, can béo ngay cho co
quan Cong an gan nhat dé dugc hd tro, xir Iy kip thoi.

2- Van dong can b cong chire, vién chirc va ngudi dan thuong xuyén
truy cap vao trang mang xa hQi Facebook cua Phong An ninh mang va
phong, chdng t6i pham sir dung cong nghé cao - Cong an tinh Pdng Nai (dia
chi Fanfage: http:/facebook.com/ anm.cadongnai) dé kip thoi nim bat céc
thii doan sir dung cong nghé cao dé pham toi.

3- Pang iy Céng an tinh chu tri ph6i hop véi Ban Can su dang Vién
Kiém sat nhan dan tinh chi dao t6 chirc tét cong tac tiép nhan tin bao, t& giac
tdi pham; sir dung dong bd cac bién phap nghiép vu dé nim tinh hinh, cha
dong phat hién, d4u tranh véi hoat dong sir dung cong nghé cao lira dao
chiém doat tai san; nhimg truong hop c6 du didu kién, can khan truong xem
xét, khoi 16, truy t6 vu an theo thAm quyén.

Giao Pang uy Cong an tinh theo di, tong hop, kip thoi tham muu
Thuong truc Tinh uy chi dao nhim dam bao an ninh, trat tu trén dia ban tinh./.
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