] UBND TINH PONG NAI CONG HOA XA HOI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Poc 1ap - Tw do - Hanh phuc

Sé: 1145 /STTTT-CNTTVT Pong Nai, ngay 18 thang 5 nam 2022
VIV du bao nguy co tin cong vao hé théng
thong tin cua cac co quan, t6 chire thong qua
16 hong bao mat Spring4Shell

Kinh gtri:
- Céc co quan dang, nha nudc trén dia ban tinh;
- Céc tO chire chinh tri - x3 hoi thudc dia ban tinh ;
- Viettel Pong Nai, VNPT Ddng Nai, Mobifone Pong Nai;
- Trung tdm Cong nghé thong tin tinh Pong Nai.

S¢ Thong tin va Truyén thong nhan vin ban 430/CATTT-NCSC ngay
31/3/2022 cuia Cuc An toan thong tin vé viéc nguy co tan cong vao hé thong
thong tin clia cac co quan, to chirc thong qua 16 hong bao mat CVE-2022-29464;

Theo van ban trén, ngay 30/3/2022 vira qua, ma khai thac ctia mot 16 hong
bado mat (c6 tén goi Spring4Shell) da dugc cong khai trén Internet trong khi 10
héng nay con chua c6 mi 15i qubc té (CVE) ddng thoi chua c6 ban va. LS hong
nay ton tai trong Spring Core, mot thanh phan 15i trong b mi ngudn mé Spring
Framework dugc sir dung pho bién trong cac tng dung hién nay, anh huéng dén
tmg dung sir dung Spring Core véi phién ban JDK >=9.0, cho phép ddi tugng

tan cong thyuc thi ma tir xa va kiém soat hé thong.

Theo mdt s6 khao sat da cong bd, cd téi hon 30% san pham duge viét
bang Java co st dung Spring Core, ngoai ra dén nay van chua c6 thong tin vé
ban va chinh thirc tir nha phat trién dé khic phuc 16 hong nén muc d6 anh huong
cua 16 hong nay dugc danh gia rit Nghiém trong. Trung tdm Giam sét an toan
khong gian mang qudc gia (NCSC) ghi nhan ma khai thac da dugc cong bd trén
Internet va du bao 16 hong nay s& dugce cac nhom tan cong c6 chu dich (APT)

tan dung dé thyc hién cac cudc tan cong nguy hiém trén dién rong ngay lap tuc.

Qua qua trinh gidm sat, Trung tdm Giam sat an toan khong gian mang
qudc gia (NCSC) ciing phét hién ddu hiéu do quét va khai thac thir vio mot so
hé théng cong nghé thong tin ciia cac co quan, to chic tai Viét Nam théng qua

16 hong nay.
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Pé ting cudng dam bao an toan thong tin mang trén dia ban tinh, gop
phan bao dam bao an toan cho khong gian mang Viét Nam, S& Thong tin va
Truyén thong dé nghi Quy don vi chi dong thuc hién cac bién phép sau:

1. Kiém tra, ra soat va xac minh hé thong thong tin c¢6 st dung Spring
core. Trong trudng hop bi anh hudng, Quy don vi can thuc hién cic bién phap
khic phuc thay thé trong thoi gian chd ban va dugce phat hanh; dong thoi nang

cap cac ing dung va thanh phan lién quan c6 kha ning bj anh huong.

2. Tang cudng giam sat va san sang phuong an xir 1y khi phat hién c6 dau
hiéu bi khai thac, tdn cong mang; dong thoi thudng xuyén theo ddi kénh canh
béo clia cac co quan chiic ning va cac to chiic 16n vé an toan thong tin dé phat

hién kip thoi cic nguy co tin cong mang.

3. Trong truong hop can ho tro, Quy don vi lién h¢ dau méi hd tro cta Cuc
An toan thong tin: Trung tdim Gidm sat an toan khong gian mang qudc gia
(NCSC), dién thoai: 02432091616, thu dién tir: ncsc@ais.gov.vn hodc S¢ Thong
tin va Truyén thong, dién thoai 0251.3810.269, thu dién tu:
attt@dongnai.gov.vn./.

Tran trong./.

Noi nhén: KT. GIAM POC
- Nhu trén; ~ A A
- UBND tinh (b/c); PHO GIAM DOC

- Giam dbc va Phé Giam dbc So;
- Luu; VT, CNTTVT, Thinh.

V6 Hoang Khai
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Phu luc
THONG TIN LO HONG BAO MAT
(Kem theo van ban so  1145/STTTT-CNTTVT ngay 18 /5/2022 ciia So
Thong tin va Truyén thong)
1. Thong tin 16 hong bio mat

- M ta: L5 hong nay ton tai trong Spring Core, cho phép ddi tuong tan
cong thyc thi ma tir xa.

- Anh hwéng: ung dung sir dung Spring Core phién ban JDK >= 9.0.
2. Huéng din kiém tra va khic phuc 16 hong

2.1. Huéng din kiém tra, xac dinh bi anh hwéng béi 16 hong
Srping4Shell

Budc 1: Kiém tra phién ban JDK

Trén may chu, hiy chay lénh “java -version” dé kiém tra phién ban JDK
dang chay. Néu phién ban <= 8.0, hé théng Quy don vi khong bi anh hudng boi
16 hong nay.

Budc 2: Kiém tra viéc sir dung Spring Framework

1. Déi v6i hé thdng duoc trién khai dudi dang war package:

- Giai nén war package

- Tim kiém tép jar & dinh dang spring-beans-*.jar (vi du: spring-beans-
5.3.16.jar) trong tép giai nén. Néu co ton tai, nghia 13 hé théng dang st dung
Spring framework.

2. Béi véi hé thong duogc trién khai dudi dang jar package:

- Giai nén jar package

- Tim kiém tép jar & dinh dang spring-beans-*.jar (vi du: spring-beans-
5.3.16.jar) trong tép giai nén. Néu co ton tai, nghia 1a hé thong dang sir dung
Spring framework.

- Néu khéng tim thdy tép spring-beans-* jar, hiy tiép tuc tim kiém tép
CachedIntrospectionResults.class trong tép giai nén. Néu ton tai tép nay ching
t6 hé thong dang sir dung Spring framework.

Budc 3: Phan tich, diéu tra xac nhan
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Sau khi hoan thanh 2 budc kiém tra & trén, cac diéu kién sau duoc dap
g dong thoi s& xac dinh hé théng bi anh huong boi 16 hong bao mat nay:
- Phién ban JDK >= 9.0
- St dung Spring framework hodc derived framework.
- Ton tai endpoint st dung chirc ning DataBinder.
2.2. Huéng din khic phuc
Hién tai, chua c¢6 ban va dé khic phuc 15 héng bdo mat noi trén. Vi vay,
dé giam thiéu nguy co bi tdn cong, Quy don vi co thé thuc hién cac bién phap
khac phuc theo ngudén huéng dan tham khao ciia mot s6 to chure tai:
https://www.cyberkendra.com/2022/03/springshell-rce-0-day-
vulnerability.html
3. Ngudn tham khao

https://www.cyberkendra.com/2022/03/springshell-rce-0-day-
vulnerability.html

https://www.cyberkendra.com/2022/03/spring4shell-details-and-exploit-
code.html
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